
Establishing a Cybersecurity 
Baseline for an Agile Tech 
Firm with Data Classification

PRODUCT STORY SERIES:

Even the savviest, most agile tech company 
can’t defend data it doesn’t know it’s storing.

Clients and employees are relying on you, so you’re dedicated to your 
product, your mission, and growing your business. You haven’t had 
the resources to work on anything that isn’t immediately business-
critical. Cybersecurity finally comes up out of the blue because a client 
turns down a contract due to security concerns or because you’re being  
audited against regulations that you didn’t know cover your business. 
Your starting point for information security should include Data 
Classification, just as this firm did. After they were acquired, they had 
to create a cybersecurity program out of thin air, and Data Classification  
and Asset Inventory was a crucial part of that process.
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CEO Kathy* and Chief 
Product Officer Marcos 
are laser-focused on 
growing their business 
and improving their 
product. The software 
they’ve developed 
helps behavioral 
health providers 
manage cases, billing, 
and documentation 
across their state, and 
they’re triumphing at 
empowering their clients 
to provide seamless 
patient care. They’re so 
lean and agile even their 
HR and IT are managed 
by outside vendors. 
Everyone at the company 
is directly contributing to 
enhancing the product 
and getting it into client 
hands.

*Real names omitted
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When a high-tech private 
equity firm acquired the 
company, Kathy knew 
they’d made waves in 
their industry; they’d 
be able to fund even 
more features and even 
more growth. However, 
with this capital came 
oversight, and with 
that oversight came 
the question: “What 
happens to all the 
patient information 
you’re holding?” Marcos 
hadn’t considered 
that since they were 
storing and managing 
electronic Patient Health 
Information (ePHI), their 
clients’ HIPAA liabilities 
extend to Marcos’s and 
Kathy’s firm as a Business 
Associate (BA). They 
needed to take their 
cybersecurity program 

from nonexistent to 
HIPAA-audit-defensible, 
stat.

Marcos came to 
GreyCastle Security for a 
Risk Assessment to get 
a baseline of how secure 
they were at the time, 
and the results did not 
look good. They had a 
great deal of work to do 
to establish an effective 
cybersecurity program. 
The foundational 
element they needed 
to start with was Data 
Classification and Asset 
Inventory; you can’t know 
how to protect something 
if you don’t know what 
you’re protecting.

Client At-A-Glance:
Industry: Healthcare Technology
Employees: 20+
Revenue: $4 million
Company Status: Acquired



To start, GreyCastle Security set about producing 
a data asset inventory. We performed a two-day 
workshop of interviews and investigation to identify 
every piece of data they were storing and to document 
important metainformation about that data. 
Metadata like what kind of data it is, how confidential 
it is, and who owns it informs what kind of policies 
you should be setting for each data category. Our 
team then presented Marcos and Kathy with a summary of the asset inventory, 
observations on current data handling practices, and recommendations for 
relevant policies.

Where before they had nothing, Marcos and Kathy now have a data handling 
procedure and an acceptable use policy for all the data they’re storing, and a data 
classification policy and procedure for new data that comes in. Their team has 
step-by-step indexed instructions on how to handle each type of data in each of 
their use cases. We established and documented data owners and custodians for 
every piece of data, putting them in a much stronger position should the Health 
and Human Services department decide to perform a HIPAA audit. 

Data Classification 
and Asset Inventory 
put them at a good 
starting point to build an 
effective cybersecurity 
program. Knowing what 
kind of data they’re 
storing lets them know 
what their compliance 
requirements are. 
Knowing how that data 
is stored lets them know 
what its vulnerabilities 
might be. Armed 
with this knowledge, 
Marcos and Kathy can 
put together a robust 
cybersecurity program 
to keep them compliant 
and secure — and they 
have!
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Data Classification — what we want to know about 
each data element:
• What is it?
• Where is it stored?

 » What system is it in?
 » Where is that system physically?

• How is it used?
• What are its Confidentiality, Integrity, and 

Availability (CIA) requirements?
 » Confidentiality: How much does it matter if 

it’s leaked?
 » Integrity: How much does it matter if it’s 

changed?
 » Availability: How much does it matter if you 

can’t get to it?



If you don’t know what 
data you’re storing or 
why you’re storing it, you 
can’t create an adequate 
cybersecurity program, and 
you’re vulnerable to attack 
or audit. Data Classification 
is a foundational element to 
your security, and if you’re 
storing or processing patient, 
student, or client data, you 
should take a closer look at 
that data.

Reach out to 
an advisor for a 

consultation about 
your data needs:

For more information, see:

Podcast: How to Utilize Your Cybersecurity Dollars: 
Best Practices for Tech Startups

Data Sheet: Data Classification (Asset Inventory)
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Webinar: Data Classification - Your Foundation  
for Security Success

https://greycastlesecurity.com
https://twitter.com/greycastlesec
mailto:intel%40greycastlesecurity.com?subject=
https://greycastlesecurity.com/resources/podcasts/#how-to-utilize-your-cybersecurity-dollars-best-practices-for-tech-startups
https://greycastlesecurity.com/resources/downloadable-materials/#data-asset-inventory-services
https://greycastlesecurity.com/resources/ondemand-webinars/#webinar33
https://www.linkedin.com/company/greycastlesec

